l o [ o= = 6 LREGAT

Alexander Novak, alexander.novak@timetoact.de

#d O m | n 0 fO I'eve r Timetoact Software & Consulting GmbH, Garmischer Straf3e 7, 80339 Miinchen

HCL Notes/Domino
Version 14 Neuerungen

&

Alexander Novak

Senior System Architect & Consultant
Miinchen

ARS brainbits I( catworkx @) CLOUDPILOTS Lpg F\novaCapta IPKS GO synaigy 9¢ TIMETOACT N \eldort XINTEGRATE


mailto:alexander.novak@timetoact.de

34 Jahre Notes

M

TIMETOACT GROUP

SOFTWARE & CONSULTING

Lotus Notes

-12]

Options

Help

Lotus Notes ®
Release 1.0
November 27, 1989

Copyright © 1985, 1989
Lotus Development Corporation
All Rights Reserved

This program was jointly developed by
Lotus Development Corporation and

Iris Associates, Inc.

16320K Memory Available
114272019 12:24:41 AM




TIMETOACT
Ji‘GROUP

O30

HCL Notes/Domino 14 DOWNLOAD

Download im HCL Flexnet Portal

Neues HCL Software Download Portal: https://my.hcltechsw.com

Domino fur Windows, Linux, AlX
Notes Standard fir Windows HCLSoftware

Notes Standard fiir Mac shieben e
Notes-Basic

Designer & Admin Client

Software Downloads

Sprachenpakete (MUI)
Domino on Docker o

HCL Connections HCL Domino HCL Sametime

Traveler fur Windows, Linux, AlX

VW W ¥ ¥ ¥ VW ¥ ¥

Traveler on Docker



https://my.hcltechsw.com/

HCL Notes/Domino O.x / 10.x *‘E‘#&JSA“

End of Marketing (EOM) ¢ 1. Dez. 2022

@ Thomas Hampel ( @tha@chaos.social )

Reminder: Domino v9.0.x and v10.0x downloads will

disappear from Flexnet on December 1st 2022.
You should upgrade to V11 or even better 12.0.2 now

#dominoforever

(EOS) ¢ 1. Juni 2024
HCL Referenz: https://bit.ly/3utd2uw

Seite 4


https://bit.ly/3utd2uw

JQ TIMETOACT

HCL Notes / Domino Lizensierung " GROUP
» Umstellung der HCL Lizensierung a u perUserfi Basi s m
» HCL Blog: Licensing Update: Introducing CCX, External User Entitlements @ © ® O
) 4 = HCL Complete Collaboration Business Edition (Enterprise Authrozed User) @ +£ 0O
) = HCL Complete Collaboration EXternal User (External Authorized User) @ 0 + 0
: . : . D | & o
» Wie genau zahlt Domino die Lizenzen ? © —
» HCL Prasentation: CCB User Counting
» Domino 12 Entitlement Tracking & Reporting DB
» Datenbank: entitlements.nsf
r(;ﬁ;..h Entitlement Date _TotalUsers_Managers_Designers_ Editors |
23.11.2021 9 9 0 0

» Tracking Tool fur altere Versionen Tracking 06.11.0021

9 9 0 0

» HCL Doku : User Report Tool Agent

Seite 5
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https://blog.hcltechsw.com/domino/licensing-update-introducing-ccx-external-user-entitlements/
https://hclsw.app.box.com/s/msnjseq7thlcep30kdjt3vxqok2mqus0
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0095328

Domino LicensefnalyseUtility

» Version 1.2.1

Scan Results

User Information

©

Deny Access Groups

01

Observations

D

Previous Results

o

Scan Log

Active

Authorized Users (i ]

15

LDAP Directory in
use. AU Count may
be inacurate

CCB Users [ ]
15

Person Documents
25

Mail Users (i ]
12

Deny Access Groups o
0

Deny Access Users o
0

All 365 Days

Authorized Users (i ]

15

LDAP Directory in
use. AU Count may
be inacurate

CCB Users [ ]
15

Person Documents ()
25

Mail Users (i ]
12

Deny Access Groups [ )
0

Deny Access Users o
0

HCL Domino License Analysis Utility (V1.2.0)

Special Note: Running t|

Administration Server

MoviTestSninovitest

All Domino Servers in Environment

MoviTestSninovitest (Available)

Entitlement Tracking Enabled Servers

MoviTestSrvinovitest

» DLAU 1.2.0 zahlt CCX User als CCB - https://bityl.co/Mx40
» Probleme mit DA (Anwendungslink) - https://bityl.co/Muvz
» DLAU mit verschiedenen Domanen - https://bityl.co/Muw3

https://bityl.co/MuvF


https://bityl.co/Mx40
https://bityl.co/Muvz
https://bityl.co/Muw3
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HCL Notes V12 % i:ghlights = 3§ IIMETOACT

» Format der Absenderadresse anpassen (z.B. Internet Adresse)
» Alternative Mailadressen fur Mail-in Datenbanken
» VAREEI \Wiederherstellung einer archivierten Nachricht aus dem Mailarchiv

» Domino Online Meeting Integration (DOMI)
» Notes Client [JERH08! in der mail12.ntf Schablone

D \VAwXoml Advanced Property Box
» Suche nach Feldern und Werten
» PRO Version mit Bearbeitungsfunktion

» modernes Userinterface, Uberarbeiteter \Workspace

D \AwEW Domino Restyle
» Modernisierung der eigenen Domino Anwendung

Seite 8
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gt AA Neww in HCL Notes Client Version 14 _
Of}

https://bityl.co/Muwb

- What's new in HCL Notes 14.0

Learn about the many new features and enhancements in HCL Notes® 14.0.
What's new in HCL Notes 14

What's new in HCL Notes 14.0
Mail improvements

Calendar improvements §
Mail improvements

Workspace improvements Notes 14.0.0 provides the following Mail capabilities:
Notes Federated Login improvements
Calendar improvements
HCL Notes 14.0.0 provides the following enhancements for Calendar:

General enhancements
Performance improvements
Domino Restyle enhancements Workspace improvements

Components no longer included in Notes 14.0.0 Notes 14.0.0 provides the following enhancements for the Workspace:

Notes Federated Login improvements
Notes 14.0.0 provides the following enhancements for Notes Federated Login:

General enhancements
The following enhancements are provided in Notes 14.0.0.

Performance improvements
Notes 14.0.0 provides the following performance improvements.

Domino Restyle enhancements
Domino Restyle updates an application's Ul elements with a color-coordinated, cleaner look and feel. The following enhacements are supported by Notes 14.0.0:




Jﬂ‘TIMETOAC.T

HCL Notes 14 News - UPDATES GROUP

’ Java U pd ate 8 C 17 (I B M Sem er U) B mobileTopicThrea.. X  Bj ServerTestdS-Sc.. X [ TestingJSFuncti.. X = [ WebDateValidatio.. X = [ xpDocLinks-Scri.. X =&

Outline Reference

» Verbesserter Java-Script Editor § Feeni i

i isXPagesNotesLink
= firstPart
) secondPart
U thirdPart

v fx insertAfter
(= parent

newanchor.appendCh

ll‘{A A

» Eclipse Update 4.6 ¢ 4.22
» Neue Eigenschaften & APIs fur die Platform & Equinox
» Neue Eigenschaften fur Java & Plug-in

» Compiler C++ Update von Visual Studio 2017 ¢ VC 2022

https://bityl.co/Muwh

Seite 10

Dolldo XINTEGRATE

ARS  brainbits 1 catworkx @) CLOUDPILOTS \Pg F\novaCapta 'PKS @ synaigy <% TIMETOACT e



HCL Notes Client "E'Pz"cEJSACT

4 HCL Notes




HCL Notes Client Platformen {‘E‘P{'&JSACT.I

» Apple M1/ARM Support: Notes 11.0.1 FP3+
» MacOS V12/Monterey Support: Notes 11.0.1 FP4+, 12.0.1
» MacOS V13/Ventura Support: Notes 11.0.1 FP7+, 12.0.2

» MacOS V14/Sonoma Support: Notes 12.0.2FP2+, Notes 14.x
» Probleme mit Notes 11 und 12 - friert nach dem Start ein (https://bityl.co/Mr5c)

» Windows 11 Support: Notes 11.0.1 FP4+, 12.0.1

» Sametime embedded ist nun in der Version 12.0.1

Provider Feature Mame Version
| IBM Platform Help 10.0.0.20231103-1919
IBM Portlet Container Branding 10.0.0.20231103-1919
IBM Sametime Application 12.0.1.20231026-1417
IBM XPages Extension Library Designer Feature Source Plug-in 12.0.2.~00_00_20231109-0632
IBM XPages Extension Library Feature Source Plug-in 14.0.0.v00_00_20231104-0031

Seite 12
XINTEGRATE
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https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0086260
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0081469
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0101181
https://bityl.co/Mr5c
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0094145

HCL Notes 14 News - CLIENT *.‘E'P{EJSA‘T.

» HCL Notes Version 14 wird nur noch mit reinen 64 Bit Clients ausliefert
» Windows
» Mac (seit Version 10)

ail. Domain is MOVITEST

Sener m:ﬁ.mmwzms 100

» https://bityl.co/Mr7F & oo
.
» 3rd Party Produkte  E

People & Groups | Fies | Server . | ing... | Replcation | Condi
» Prufung auf Kompatibilitat / Tests erforderlich i ——

» Office Integration / OLE
» ExtMgr Plugins (z.B. Antivirus)

=
=~
ay
=]

n
=]

. \\\\'\\\m’;,,//

)

z

S S

PACITTI
g

» Entfernung von Tools im Admin Client _—
» Java Applet fiir Mailrouting Statistik Zfﬂ'li'iﬁalm. —
» Leistungsmonitor e
» Aealth monitoringi | P S

Seite 13
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https://bityl.co/Mr7F

HCL Notes 14 - UPGRADES ’a‘E‘Pz"&JSA“.

» Wie aktualisiere ich meinen Notes Client ?
» Notes 9.0.x 32-bit zu Notes 12.0.2/14 64-bit Installationsanleitung

» https://bityl.co/Mr6K
» Deinstallation notwendig € Notes Install Cleanup Executable (NICE) tool

» HCL Domino 14 Autoupdate
» https://bityl.co/Mr7N

» Download der Software von Flexnet
» Auto-Upgrade support fur Notes 32-bit zu Notes 64-bit (AUT = NotesAutoUpdate)

» Panagenda Webinar: HCL Notes 14 Upgrades einfach gemacht

» https://bityl.co/Mr7g
» Panagenda Marvel Upgrade

Seite 14
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https://bityl.co/Mr6K
https://bityl.co/Mr7N
https://bityl.co/Mr7g

HCL Notes 14 News - WORKSPACE

» Strukturierung der VVorgabeoptionen
» Mail, Notes, Print, View, Edit, Java

» Neue Optionen
» Notes 19 - Do not show borders on Workspace icons

» Notes 20 - Show long database names on Workspace icons

o o]

= = novitest's Das ist Novis
novitest's Das ist Novis Directory =
Directory Diskussions Datenbank

V14 - Auto
Update DB

Admin Central

| vi4

» Reorganisierung von Arbeitsbereichen

brainbits 14 catworkx @) CLOUDPILOTS lpg FMnovaCapta “PKS
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Preferences

type filter text

> Accounts
Basic Notes Client Configur
» Calendar and To Do
Contacts
Fonts, Colors and Themes
> Install/Update
Live Text
Locations
Log Settings
> Mail
Notes Ports
> Regional Settings
> Replication and Sync
> Sametime
> Search
Spell Check
> Toolbar
Widgets
Windows
XPages Performance

TIMETOACT
J‘GROUP

N

Basic Notes Client Configuration

Startup and shut down

Empty trash on application close
{if not emptied at a timed interval):

[ AutoSave every [15 =) minutes

Local application folder:
|C:\Users\.‘\dm\mstmtor\ﬂppDala\LocaI\HCL\I
[ Check subscriptions

[[] Scan for unread

[[] Enable scheduled local agents

Additional options

Mail 01 - Disable embedded browser for MIME mail
v Mail 02 - Drag and drop saves as eml file
v Mail 03 - Enable MIME save waming
Mail 04 - Enable Reply/Forward as MIME
Mail 05 - Show indine MIME images as attachments
Mail 06 - Enable MS Office 57 SendTo to Notes
Notes 01 - Textured Workspace
v Notes 02 - Contacts: Invoke Notes on vCard files
Notes 04 - Enable attemate keyboard shortcuts for example, CTRL+R=Reply)
+ Notes 05 - Enable lcon Popup Help in View
Notes 06 - Do not inform me that | am a roaming user when | switch 1D
v Notes 08 - Do not prompt when exiting from your client
Motes 09 - Do not prompt when switching |D with multiuser mode: v

T

Workspace 4

@ synaigy

9% TIMETOACT 7’y

Seite 15
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HCL Notes 14 News

» Outook .msg Anhangen kénnen
via Notes Viewer angezeigt werden

» Erleichterung beim Versenden von

Acheduled mailfi
» ASeltdrii v s
» maill4.ntf wird bendtigt

ARS brainbits T catworkx @) CLOUDPILOTS

- MAIL

Master Admin an Master Admin

Dn.

Shipped.msg

F\novaCapta

Ei genscha

N

TIMETOACT
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€« > C @ Datei  C:/Users/ADMINI~1/AppData/Local/Temp/notesBF3056/~ni_9008.htm

& MyHClSoftware [l Domino/Verse [ HCL Domine Volt -..  [) NomadOnDomino  [llJ Demine Passkey La.. [ Sametime

From: HCL Domino
[To: Alexander Novak
[Subject: Nomad Web auto-update status has changed to Shipped

Sie erhalten nicht oft eine E-Mail von support@aha.io. Erfahren Sie, warum dies wichtig ist

[#HCL Domino Ideas
Portal

Nomad Web auto-update has changed
status to: Shipped

Unliike in the past, browser versions cannot be fixed, and browser updates
are occurring at a very fast cycle.

Itis very difficult to monitor NomadWeb releases and apply updates to keep
up with them.

1 would like to see automatic updates to NomadWeb, just like browser
upgrades.

An

Kopie
Blindkopie
Betreff

Von

“PKS

[~ Hohe Dringlichkeit

We would like the Nomad task (or the NomadUpdate task) to automatically
download and deploy the latest modules (guer HTTPS via PROX

Alex Movak/novitest, ‘ Frog.12.2023 r:l‘

‘21:00 @‘

Marketing Machricht

‘Local time
Master Admin/novitest

@ synaigy 9% TIMETOACT ComEuting XINTEGRATE



HCL Notes 14 News - MAIL S$ TMETOACT

= Neu »  Antworten =  Allen antworten » W

MNachricht

» Mail Merge / Serien E-Mail Seren-£-Mail
» maill4.ntf wird bendtigt e + Betren

» Versand von Serien-Nachrichten mit Termin
angepassten Werten (Excelliste)

https://bityl.co/MrAs

Erinnerung

Aufgabe

1 2 3 4
1 Name E-Mail Adresse Stadt Betreff . D e |
2 Alexander Novak anovak@e-mail.local Pfaffenhofen Bestellung fiir Novak AR e AR
3 Frank Zappa fzappa@external-mail.local  Baltimore/US Bestellung fiir Zappa An |[E-MAILADRESSE] Y]
4 |Lischen Miller Imueller@mail-external.local Minchen Bestellung fiir Miller Kopie |Keine ausgewdhlt v|
5 Angelika Schmidt aschmidtz@mail-de.local Hamburg Bestellung fir Schmidt - p
- Bee | Keine ausgewahit v |
Vorschau anzeigen und senden...  Als Entwurf speichem  Zustelloptionen.. [ |[BETREFF] /]
Anhang | Keine ausgewahit v |
™ Hohe Dringlichkeit [~ Empfangsbestatigun ignieren [~ Vers < o4 >
An [E-MAIL ADRESSE] 3
_ An fzappa@external-mail local
Kopie
Blindkopie Betreff Bestellung fiir Zappa
Betreff [BETREFF] Von Master Admin/novitest
V Master Admin/novitest
= NS Sehr geehrter Frank Zappa.
Serienfeld einfigen j | mailmerge-test xlsx . . . . . A ‘
hiermit schicken wir lhnen in lhre Stadt Baltimore/US folgende Information.
Sehr geehrter [NAME], Mit freundlichen GruRen
hiermit schicken wir lhnen in Ihre Stadt [STADT] folgende Information. Seiie 17
ARS NTEGRATE



HCL Notes 14 News - KALENDER S$ TMETOACT

» Join/Teilnehmen Option bei Meeting Benachrichtungen
» Online Meeting Informationen mussen enthalten sein

71 Kalendereintrag On:  11/22/2023

. 3 At: 10:05AM
Thema Notes/Domino 14 - Kalenderfunktione
Monthly staff updates

__Open |
Uhrzeit Do 14.12.2023 14:30 - 15:00 r staff

Ort Keine Standortinformationen »
Online-Besprechung  https:/iglobal.gotowebinar.com/pjoin/5015075580714732048/8852851320330177040

v 326 - 3 =
Erforderlich Alex Novakinovitest@novitest Day326-3 Snoozefor |10 = minutes

» Erleichterung der DOMI Einrichtung fur externe Meeting Provider
» Keicopy/pastei not wendi g beim Abr ufWeleg &oToo k e n ¢
» Notes.ini: DOMI_OAUTH_VERSION=2  [= =

Anmeldeinformationen fiir den Meetingdienst

Semvice GoToMeeting

Anmeldungs-E-Mail trainings-academy@timetoact-group.com ‘

Token abrufen | Token validieren
Token ey raWQI0iIZMjAIL CIhbGeiOiJSUzUxMiJS eylzYylBimNvbGxhYjoi ~ |Einfiigen
LCszWIiOiIxODgZMjQSMjUwMDQ.?NjEwMDQiLCJdeQiOiJjNW[
Q2ZTYOMiDxYmY2LTQTMGGtOWJMCTIMWEXZDZKYjliYjciLCvZ2

oK || Abbrechen |

ARS  brainbits I catworkx @) cloudiors \Pg F\novaCapta T D synaigy
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HCL Notes 14 News - KALENDER S$ TMETOACT

» Proxy Support fir Online Meetings

» Prio 1: neue LotusScript Methoden
» SetProxy
» SetProxyUser
» ResetProxy

» Prio 2: Umgebungsvariablen
» http_proxy=http://some.server.dom:port/
» https_proxy=http://some.server.dom:port/

Alligemein | Senver | Ports | Mail | Intemet-Browser | Replizierung | Enweitert.. | A

» no_proxy=domainl.dom, host.domain2.dom

Name der Arbeitsumgebunag: |0n|ine

» all_proxy=nhttp://some.server.dom:port/

|
Arbeitsumgebungstyp: | Lokales Netzwerk v |
|

» Prio 3: Notes Arbeitsumgebungsdokument N T
Proxy-Konfiguration: [myproxy.com 8080 |

Seite 19
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Jﬂ‘TIMETOAC.T

HCL Notes 14 News GROUP

» Notes Federated Login( NFL) support claggediyet dent et g

» Notes Federated Login (NFL) Einstellung um ID Anmeldung (lokal) zu verhindern
» Notes.ini: MakeNFLMandatory=1

auswihlen

e

Verfugbare Elemente Ausgewahlte Elemente

Main Topic
Response

» Deaktivierung des LotusScript Debugger via Richtlinie

B Anonymous Response
Author Profile
Interest Profile

» Domino Restyle Erweiterungen SE
i\feLog} _

» shared fields & shared columns

» Anwendungssymbol erstellen
) AuSWahI Von einzelnen Elementen https://bitymo/MUS O Mktuelles Symbol beibehatten F:)“::‘:::bclersteﬂen O Symbol importieren
» Auswahl von DB Symbolen/I h Import méglich S —
uswahl von ymbolen/lcon (auch Import moglich) E e —
» Hilfe/About Dokument
Symbol auswahlen Nach Kategorie fitem

ARS brainbits I( catworkx @) CLOUDPILOTS ipg MnovaCapta IPKS @ synaigy y® TIMETOACT @¥ Covcine XINTEGRATE



@ TIMETOACT

HCL Notes 14 News PERFORMANCE S$ TMETS

» Support flr 64k Feldgrolie fur das E-Mail Body Feld
» Altere Version Begrenzung 32k GroRRe HaL Notes

N

» Fehlermeldungen beim Erreichen der Feldgrenze
» Muss via Compact Option umgestellt werden

» Bessere Anzeige von Bildern in E-Mails (Body)
» Client Support der Server Name Indication (SNI) Erweiterung im TLS Protokoll
»Bilder k°nnen nun vhagmnresSiNibnigaladerswerdenen i n A

» 64-bit Client Su p p o rldng drrgysfi  Aotasscript  sub nitiatize

» Ist per Vorgabe aktiv, damit der Code funktioniert :i’:{:’i"l“’ 1) As long

» Notes.ini: DoubleAsPtrForClientWé64=1 arr(1) =2

Print arr{@®} & ", " & arr(1)
End Sub

Seite 21
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HCL Notes 14 - INSTALL /N S LRI AT

» 3rd Party plugin Signatur

» https://bityl.co/Mxyz

» Java.security blockiert SHAL signierte Zertifikate

KB0109288 - Troubleshooting

Installing custom or third-party plugins in Notes 14.0 show as not signed

2 updated 13h ago » ® 35Views -

Applies to

HCL Notes 14.0

Issue

When installing plugins in Notes 14.0, you may get a prompt saying, "The system is trying to install or update a plug-in. The following plug-in is not signed. This means that you cannot be sure of the origin of the code.
Installing or updating unsigned code exposes your system to risk.”

These plugins used to work with older versions of Notes.

Resolution
Sign the plugins with a trusted certificate using a supported hash algorithm, like SHA256. .

Seite 22
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https://bityl.co/Mxyz

Notes/Domino V14

» Code Injection Vulnerability in der OpenSSL Komponente von IBM Semeru Java

ARS

JQ TIMETOACT

Sicherheitslicke ™ GROUP

» Betrifft Java Code der ein sicherere Verbindung (TLS) aufruft

» HCL Notes 14 - https://bityl.co/MuyX
» HCL Domino 14 - https://bityl.co/MuyW

brainbits

14 catworkx

@) CLOUDRILOTS

ipg

F\novaCapta

KB0109190 - Security Bulletin Send feedback

Security Bulletin: HCL Domino is affected by a Code Injection Vulnerability in the
OpenSSL component used by IBM Semeru Java

1 updated 4d ago + ® 286 Views * ¥ ¥ % % &

Summary

Avulnerability in the the OpenSSL component used by IBM Semeru Java impacts HCL Domino. Customers should take the mitigation steps outlined below to address the exposure.

Vulnerability Details

CVE-ID: CVE-2023-4807
Description: Issue summary: The POLY1305 MAC (message authentication code) implementation contains a bug that might corrupt the internal state of applications on the Windows 64
platform when running on newer X86_64 processors supporting the AVX512-IFMA instructions. Impact summary: If in an application that uses the OpenSSL library an attacker can influence

Affected products and versions

HCL Domine version 14.0is affected. Earlier versions are not impacted.

Remediation/fixes

A fix will be available in an upcoming release of HCL Domino. The issue is being tracked via SPR #EPORCY4LAT. See the workarounds and mitigations below.

Workarounds and Mitigations
Note that the impact of this vulnerability is limited to processors running Microsoft Windows that support the AVX512-IFMA instruction set.
This vulnerability can be exposed in two ways.
1) Java code that creates secure network connections using TLS.
Support for the impacted algorithms can be disabled using a configuration parameter. To do this,
a) locate the file “java.security® in the <Domino>\jvm\conf\security directory
b) add "CHACHA20_POLY1305" to the jdk.tls.disabledAlgorithms property, see example below. This will cause a TLS handshake that requires CHACHA20_POLY1305 to fail.

jdk.tls.disabledAlgorithms=SSLv3, TLSv1, TLSV1.1, RC4, DES, MDSwithRSA, \
DH keySize < 1024, EC keySize < 224, 3DES_EDE_CBC, anon, NULL, CHACHA20_POLY1305

2) Third party applications that leverage the impacted algorithms directly through Java Crypto support.

Itis that any such be updated to avoid using these algorithms or to stop using the applications altogether until an update that addresses the issue is released and
deployed.

Consulting


https://bityl.co/MuyX
https://bityl.co/MuyW

HCL Notes/Domino  Probleme A S TR

» Probleme mit Mail/Office365 Einladungen Test2

» Einladungen werden nicht korrekt konvertiert Q.
(i) We removed exira line breaks from this message.
@ o .

» Aktueller Workaround
» Notes.ini: ICAL_SendAsMultipartRelated=0

[CAUTION: This Email is from outside the Organization. Unless you trust the sender, Don’t cli
and compromise your Computer.]

BEGIN:VCALENDAR

X-LOTUS-CHARSET:UTF-8

VERSION:2.0

PRODID:-//Lotus Development Corporation//NONSGML Notes 12.0//EN_C METHOD:REQUE

» Empfang von O365: Domino 12 Server TIOFFSETHROM-000
TZOFFSETTO:-0500
RRULE:FREQ=YEARLY;BYMINUTE=0;BYHOUR=2;BYDAY=1SU;BYMONTH=11

» HCL KB: Meeting confirmation is in plain text

BEGIN:DAYLIGHT
DTSTART:19500312T020000

» [FhevXiNl SPR# JJMSC3UBQ3 TZOFFSETFROM: 0500
» Versand an O365: Notes 12 Client oder Domino 12 Server
» HCL KB: 0365 Users receving iCalendar or Plain text invititation

» (EhESitliNelelslyl SPR# JMEACG68LQU

Seite 24
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https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0091299
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0093004%20

HCL Notes/Domino  Probleme A S TR

» 64Bit Client - Array Problem
» https://bit.ly/3BhYOAF

» Probleme mit Adminl n s t a [Notastisistdl runnimng . . 64 Bifionly ?

» https://bit.ly/3hjF8pa HCL Notes X
) FIX 1202FP1 SPR# HNAKCLPS?F g Notes is still running but not responding. A diagnostic will now run to
clean up Notes.

Notes will automatically restart after the diagnostic is complete.

» Template Fixes
» XM hitps://bityl.co/MuzQ
» v hitps://bityl.co/MuzT

Seite 25
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https://bit.ly/3BhYOAF
https://bit.ly/3hjF8pa
https://bityl.co/MuzQ
https://bityl.co/MuzT

HCLVerse



gt AA New in HCL Verse 3.x

2» HCL Verse 3.1 wird mit HCL Domino 14 ausgeliefert sl coltze

s

What's new in Verse 3.27?

W New? HCL Verse 3.2 provides the following new features and enhancements.
1at's New?

What's new in Verse 3.27
General Updates

Mail enhancements
General Updates

New Preferences HCL Verse 3.2 provides the following general updates.

Mail enhancements
HCL Verse 3.2 provides the following features and enhancements related to Mail.

New Preferences
HCL Verse 3.2 has the following new preferences.




HCL Verse 3.Xx NEUERUNGEN *‘E‘P{'EJSA“

] Stationary/Vorgaben
] Online i Sametime Status im Kalender

) Online Meeting Vorgaben @ E = | 5] I hllpS://y\illi,l[:)ee?iO/?:nkT
» URL, Username, Pwd o _
aam = Frnt Reply Forward ‘ M = e

dez, Lukas Smith, £
@ Schedule a meeting

: coyouthere. | T Recall Message Please take a look at the
’ Reca" Mall ®® Amy Garfield to me

» Remove Attachment from mail B versedoer 149K L @

osgi> Verse Version: 3.2. O Build: 20563-840

» YEEI Aell http osgi verseversion izt
» Wird nur angezeigt wenn jemand an der Verse Ul angemeldet Ist !

» Vel fmarkpri vat efi Mar ki er un gcopyorwartlméglich) i ¢ ht e n

Seite 28
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HCL Verse 3.x NEUERUNGEN

» Zugriff und Offnen von Mail-in DBs

v (?)v Master Admin e v

E-Mail- und Kalenderzugriff %

b:ersm suchen

Personen

» Alternative Adressen
» Domino ServerV 12+
» VAR ES auch flr Mail-in DBs

SQ TIMETOACT

" GROUP
HCL Verse E-Mail Kalender Kontakte Mehr
O I

OV |® ™

Master Admin
MA test 3

" Meue Nachricht

An:

Eetreff

Von: Master Admin/novitest =
A, ~" Master Admin/novitest

madmin@novitest. local

admin{@novitest.local

‘Fro o synangy 4% TIMETUACT &Y Coaling

Seite 29



HCL Verse 3.x NEUERUNGEN

] Neue Verse Kontaktoberflaiche @ eus x B e X @ et honss x|

C B novitestsrv.novitest.local/verse#/contacts

TIMETOACT
JQ‘GROUP

Bl Domino/Verse  [E HCL Domino Volt -..  Wa HCL Sametime ] STProxy [l HCL Sametime Mee.. (@) Nomad

HCL Verse E-Mail

Neuer Kontakt

FZ  Frank Zappa fzappa@irgendwo.local

Kalender Kontakte Mehr

)} Freie Zeit Suche Menij

Zeit suchen

@ Fri, Dec 9, 2022 -

16:00 - — 1700 - 14:00 15:00 16:00 17:00 18:00 19:00 2

Erforderlich ~

=]

)

Master Admin (Leitung)

Seite 30
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HCL Verse 3.Xx NEUERUNGEN S$ TIVETOACT

3 File Preview
» Domino Backend Version 12.0.2+ wird ben6tigt

The following setting is a place holder for services provided by an external plug-in

®» Domino Access Service = transmute

Enabled services: Data, Calendar, Mail, FreeBusy, transmute

» Connections DocViewer muss deaktiviert werden

HCL Verse E-Mail Kalender Kontakte

SPNEGO = The Simple and Protected GSS-API Negotiation Mechanism
V ] @ - S test Viewer - 09:30 .- errpéglicht die Anmeldung am Domino HTTP—Diepst mit den Windows (AD) Anmel;leberech‘rigu_ngen (Kerberos).
7 Dabei wird der Kerberos Schliissel vom Windows Client iiber den Browser an den Domino HTTP-Dienst iibergeben.
An: Alex Novak X Grundlage fiir SPNEGO 1st. dass der Domino Server ein Mitghed der Windowsdomane 1st (gleiche Windowsdomane wie
O ¥ & ™ die Benutzer).
_— test Viewer Einrichtuns
Ord I ) IS ENET ) ) i 1. 8PN (ServicePrinicaplName) im Windows Active Directory fir den Domino Server erstellen Dabei kann
Ll von Master Admin/novitest o entweder das lokale Benutzerkonto (Systemaccount) des Servers verwendet (empfohlen) werden oder ein
Ordner suchen a HCL Momad Web - Installation. pdj Domanenkonto :
C)  (Ksine Empfang... [BETREFR i + [BILD des Service]
) Posteingang 7 - ~ : : + Windows 2003: Setspn aus dem Resource Kit auf dem Server kopieren/installieren
= (Keine Empfang.. [BETREFH é SPNEGO[187816] docx (0 + Windows 2008 ist Setspn bereit als Tool vorhanden
[0 Eentware Q) (Keine Emptang... [BETREFH "4 . . Arn Domino Ser}'er per setsp_n —a HTTP.-’daniuo.edcom..de dqmiuohostname abs_elzen; dabei wird der Maschine
<] Gesendet e = B E]
- Al Uy v
+ Neuer Ordner v | « “oimnot)  (See affached file: HCL Nomad Web - [nstallation. pd

Seite 31
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TIMETOACT
HCL Verse 3.x NEUERUNGEN S TRG0S
3 neuer Editor zum Erstellen einer neuen Nachricht

» CKEditor wurde ersetzt C End of Live CKEditor V4
» Durch TinyMCE Editor

¥ New Message - 10:31 PM

To:

Cc | Bec
Subject

From: [Sarah.McAdams@baldwin-design.cum -

A B 2 B 6

Opfions
Arial v 10pt vB I U 5§ Avg2vI =Ev IEviEvE E@v 9 ¢ | By &
Sarah McAdams
Lead Designer at Baldwin Designs
(234) 566-2222
www.baldwin-designs.com
Saved at 10:31 PM B
. . v
ARS brainbits 1 catworkx
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HCL Verse 3.x SS TMETOACT

"N GROUP

» Support fir HCL Connections 8

» Dokumenten Anzeige

» Dateien

» Profile
» & Sametime 12

¥» Browserchat HCL Connections HCL Sametime

Support for HCL Connections 8 for file preview, files Support for the latest version of Sametime 12.0.1 FP1

storage and profile information

7Y HCL Connections £7 HCL Sametime

Seite 33
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HCL Verse maobile GROUP

» Benutzu ng mehrerer Multiple account support for HCL Verse Android is now available in Beta
P OStfaC h kO nte n/ACCO U ﬂtS ﬁ' by Analyn Policarpio Comrade
created about a month ago (edited about a month ago) in Notes/Domine

» https://bityl.co/MvOT

R Settings

» HCL Verse 14 fur Android © ~
» Aktuell nur EEE

& To Do

e & B m V O OO
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v/ HCL Nomad




What ¥ new in HCL Nomad Web  1.0.107?

2 Version 1.0.9wird mit HCL Domino 14 ausgeliefert s o

What's new in HCL Nomad for web browsers

v Release 1.0.10
HCL Nomad for web browsers 1.0.x User

Documentation « Nomad Designer

What's new in HCL Nomad for web browsers

Use HCL Nomad Web to design Notes databases. For more information, see Designer.
System requirements

Send mail offline

Using Nomad for web browsers

Troubleshooting and limitations Sending mail offline via a local mail.box is now supported. For more information, see Offline mode.

Administering Nomad for web browsers

Support for HTTP connections

Nomad server on Domino supports HTTP connections in addition to the previously supported HTTPS connections. For more information,
see the section on "Connect to reverse proxy through HTTP protocol" in the Nomad administrator documentation.

Support for optional HTTP headers

Nomad server on Domino supports adding optional HTTP headers to the response.

Support for Let's Encrypt flows

Nomad server on Domino supports the Let's Encrypt flows for certificate handling. For more information, see the section on "Support Let's
Encrypt HTTP-01 challenge requests” in the Nomad administrator documentation.

Added language support




HCL Nomad for web browser

» Installation via HCL Safelinx

» HCL Doku: Setting up HCL Nomad Web Proxy (SafeLinx)

Browser

Nomad Web

» Zugriff Gber den Nomad \Web Proxy
(Tunnel 443) bzw. HCL SafelLinx 1.x

» Installation auf HCL Domino 12.0.1/12.0.2
» HCL Doku: Setting up HCL Nomad on Domino

» Domi no Daomadis tvi fa

» Laufende Lizenz notwendig !
» VPN & Nomad Verwendung

ARS  brainbits 1 catworkx @} CLOUDPILOTS \Pg

https

F\novaCapta

Cache Storage  Indexed DB
(PWA) (WASM)

* HTTP Authentication (various)
** Domino Authentication

Browser

Nomad for web browsers

Cache Indexed DB
Storage or OPFS
(PWA) (WASM)

HTTPS = Hypertext Transfer Protocol Secure
15 = JavaScript

LDAP = Lightweight Directory Access Protocol
NRPC = Notes Remote Procedure Call

PWA = Progressive Web Application

SAML = Security Assertion Markup Language
WASM = WebAssembly

WSS = WebSocket Secure (wraps NRPC)

'PKS @ synaigy

9% TIMETOACT

Jﬂ‘TIMETOAC.T

HTTPS*

GROUP

Nomad Web Static
Resources (Domino

Safelinx

HTTP, CloudFront, etc.)

Domino Domain A

1D Vault
nﬂumino Mail Servel Il

§ 4

* N NRPC**

%

Firewall Firewall

Identity
Provider
(optional)

WSS &
HTTP

Domino Domain A***

. Domino ID Vault II
Bl vomino App Serverll

| WSS*

Proxy
(optional)

- Nomad Server on

Domino

! Nomad for web

i HTTPS* browsers’ static
. resources

Firewall foptional) ~ Firewall

g g * HTTP Authentication (various)

tional ** Domino Authentication
(optional) *** Multiple domains supported

Seite 37
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https://help.hcltechsw.com/nomad/1.0_admin/nomad_web_safelinx_config.html
https://help.hcltechsw.com/nomad/1.0_admin/nomadserver_domino.html

HCL Nomad - FUNKTIONSUBERSICHT ’a‘E‘Pz"&JS“

Nomad fir Domino 12.0.1 & 12.0.2
Nomad nur fir Domino 12.0.2+

Marvel Integration (lizenzpflichtige Roaming Funktion)

AKi osk Modeid, Dr uckm®gl i c RSynebple |, Synchr
Domino Re-style

Support fur 2FA/MFA (Domino Server V12+ wird bengtigt)

War nung wenn i memBorysaverfe r a kdteirv Ai st

Nomad shared login (ID Kennwort wird nach Erstanmeldung gespeichert)

W W ¥ ¥ v v ¥ v ¥

Nomad federated login (SAML Authentifizierung)

Seite 38
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HCL Nomad - FUNKTIONSUBERSICHT ’a‘é‘ﬁ"&ﬁ?’*‘

’ Appllcatlon SWItCher &« C # novitestsrv.novitest.local:9443/nomad/#/

Bl Domino/Verse & HCL Domino Volt -.. W HCL Sametime ] STProxy

» ..\nomad-files\config\app-config.json

HCL Nomad Open File

AVerse

» Nomad Parameterdatei

L Sametime

» <domdata>\nomad-config.yml S Recent Applications

» HCL Doku: Nomad for Domino config options

) ) ZEE - . # nomad web configuration parameter > https://help.h
NewMainTopic New Re:~ # these are the defaults
) e ~ Iff Dokument Info ~ host: '0.0.0.0"
» Eigenschaften * fooszozs  wa port: 110
B . h * 08.12.2022 ch | - ¢Debug Nomad
ereIC *  06.12.2022 Ma DEBUG: "nwsp:*"
* [Cotes e AltLang - # If that is too noisy, you can use the following to
o Body 0 # DEBUG: "nwsp:cache:*"
*  15.10.2021 Ale Catenories
= # setting IPV4 - Nomad Web Setup Error|
27.09.2021 Ale I Form — Jservers:
11.05.2020 Ma Feidname: Form i CN=NoviTestSRv/O=novitest: 127.0.0.1:1352
11.05.2020 Ma Datentyp: Text
Datenlénge: 9 Byte #users:
Sed.-Num.: 1 # user0O0l@example.com:

B ey # personAbbr: User 001/EXAMPLE

Feld-Flags: SUMMARY

39
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https://help.hcltechsw.com/nomad/1.0_admin/config_options.html

HCL Nomad for web browser

W HCL Nomad

1ol Heme E Domino Auto Update -

View

Create

Design Text Tools

Server - Form X

T

Basics I Update historyl

Objects  Reference

= B Server (Form)
* Window Title
# HTML Head Content
<> HTML Body Attributes
< WebQueryOpen
< WebQuerySave
<+ Target Frame
o JS Header
ronHelp
o onLoad
o onUnload
ZronClick
2 onDbIClick
o onkKeyDown
o onkKeyPress
o onkKeyUp
o onMouseDown
o onMouseMove
onhMouseOut
o onMouseOver
onhbMouselUp
o onReset

Signed by Domino Template Development/Domino on 11/03/2

Server (Form) : Window Title
Run | Client - Farmula

T:="Domino Auto Update *;
REM {DMNT Begin};

@If{ServerMame= ""; T; T + " - " + @MName([CN]; ServerMame));

REM {DNT End};

ording to Motes

JQ TIMETOACT

Form it

Form Info
Mame
Server | Server

Comment

Type

Document
Display
O Include menu

(|

O Include in Print
Versions

Versioning

Mone

Create versions

Manual - File, New Vers

Options

[0 Default dat

Seite 40




HCL Nomad

Notes Links mit HCL Nomad 6ffnen (z.B. in Outlook Mails)

1. Regkey setzen fur Notes-Links

HKEY_ CURRENT_USER\Software\Classes\web+notes

O | @ HetNomad

@] ) https;//novitestsrv.novitestlocal:3443/nomad/%/

&/ HCL Nomad Offnen Datei

- Notes Links

X | 63 Settings

Aktuelle Asnwendungen

2. Servicehandler registrieren
Browser Einstellung (z.B. Edge)

edge://settings/content/handlers?search=protocol

ARS brainbits 1 catworkx @) CLOUDPILOTS

ipg

x | B Apps

F\novaCapta

TIMETOACT
JQ‘GROUP

https://bityl.co/MvOU

x| @ HoLNomad x | +

22 Arbeitsbereich starten

D | @ HoLNomad X | 8 Settings x | @ HCLNomad % | @ HCLNomad

G Q Edge | edge://settings/content/handlers?search=protocol

Settings Search results / Protocol handlers
Q  protocol X
Al sites to ask to become default handlers for protocols (recommended)
Profiles

Privacy, search, and services
ol z Handlers for web+notes links
&) Appearance

novitestsrv.novitestlocal

[0 Sidebar Default

[3 Start, home, and new tabs

e seite
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HCL Domino Server

HCL D'omino HCL D'omino
eeeeeeeeeeee



HCL Domino Server V 12Eighlights IS TREIRAT

» time-based one-time password (TOTP)
» Zwei Faktor Authentifizierung (2FA) fur Domino HTTP

» One-touch Domino Setup
» Ubergabe von Konfigurationsparametern (Sripting) bei der Servereinrichtung

» Neue Zertifikatsverwaltung certmgr/certstore.nsf fur SSL/TLS-Zertifikate
» Unterstitzung fur das ACME Protokoll (Lets Encrypt, etc ....)
» Micro CA

Backup

Environment

0OS Backup Agent Vendor

specific

» Neue, integrierte Backup & Restore Funktion
» \AWHoNI 3rd Party restore mode z.B mit Veeam
» ARE Domino Backup/Restore Support fir Volume Shadow Copy Service (VSS)

Operating System

Seite 43
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HCL Domino Server V12 Eighlights I LRGP

» Manueller ID-Aiploadii i rDVdluit e
» |P-basiertes Blockieren (inetlockout.nsf)

» Neues ODS Format ODS55
» Notes.ini: Create_ R12 Databases=1

Marvel Essentials Steuerung/Konfiguration im Domino Directory
AdminQ(ick): automatische Umbenennung von iNotes/Verse Benutzern
INotes/Verse Sicherheitsoperationen verwenden die ID direkt aus der Vault
IDN = Internationale Internetdomanen

Support fur Open ID Connect (OIDC)
» Domino HTTP Anmeldung via J WTbedker tokenfi

W v ¥ v

Seite 44

Jaldort XINTEGRATE

ARS brainbits Y& catworkx @) cLoudiLoTS L F\novaCapta IPKS @ synai TIMETOACT '
A (&) ynaigy ) ] ¢



HCL Domino Server  \YaRXeWd Righlights

» Domino Antivirusprufung mit dem ICAP Protokoll
» HCL Doku: https://bit.ly/3FiOkUD

TIMETOACT
JQ‘GROUP

ICAP Server
SERVER PROVIDER

I McAfee
P KAPIR{KYS

» neuer Domino Dienst = mailscan ' V/symantec
And more...
E In der Regel Linux / AlX-Server

» Spamreduzierung mit DKIM & Sender Policy Framework (SPF)

» Eingehende Mails werden auf DKIM/SPF geprift und im Fehlerfall dem Benutzer
I n  denkOréderinzugestellt

» Freie Zeit Suche (Freetime lookup) mit N ) S

Microsoft 365 Anwendern | e @ectweonie
p omino MS. 0365
» HCL Doku: https://bit.ly/3FKIEIP I P

HCL Verse

Seite 45
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https://bit.ly/3Fi0kUD
https://bit.ly/3FklEIP

gt AA New in HCL Domino Server Version 14

https://bityl.co/MvVAY

S What's New in 14.0?

HCL Domino 14.0 introduces the following new features and enhancements.
What's new in Domino 14?7

What's New in 14.0? > Core updates
Enhancements related to security features
New AdminCentral app

AutoUpdate for software download and distribution
One-touch setup enhancements Enhancements related to security features
HCL Domino 14.0 provides the following enhancements related to security features.
Domino installation inclusions
Windows installer updates New AdminCentral app
Auto-notifications for the latest product versions The AdminCentral application (admincentral.nsf) is automatically created by adminP on the Domino administration server. You can open AdminCentral directly from your Notes
. Standard or Nomad web client, without the need to start Domino Administrator.
Upgrade to HCL Notes 64-bit using AutoUpdate
External email notifications AutoUpdate for software download and distribution
Enabled policy for delayed mail delivery This new feature notifies you of the latest Domino and Domino product family available on the Domino server. You can use AutoUpdate to download selected software from the My

Disable LotusScript Debugger in HCL Notes HCLSoftware portal and have it distributed to groups or selected Domino servers.

Files tab supports database encryption One-touch setup enhancements

DAQS repair in a Domino cluster HCL Domino 14.0 includes Domino one-touch setup enhancements.
Domino Restyle enhancements
Domino installation inclusions
Other updates A " . .
Domino installation now includes HCL Verse, HCL Nomad server on Domino, and OnTime Group Calendar.
Components no longer included in this release

Windows installer updates




HCL Domino 14 News - UPDATES S TR

» Java Update 8 ¢ 17 (IBM Semeru)
» Evtl. Tests erforderlich und Abhangigkeiten prifen: jvm.security, *.jar Dateien, osgi
» Java Erweiterungen mussen im \domprog\ndext Verzeichnis liegen (vorher: jvm\lib\ext)

» OpenSSL 3.2.1

» Tika Aull-t e jupdétes
» Domino Y2 C Apache Tika 2.4.1 (Sicherheits Updates)

» CKEditor Updates
» Wird in iNotes und Xpages verwendet

» Domino BN C CKE 4.18.0
®» End of Live Juni 2023: CKE 4.x - https://bityl.co/MgSn

¥ Linux ready - https:/bityl.co/MtLg i S I .

i openSUSE Leap 15.4 dsdialy/ 3104 7.79.1
) R H E L g I I bC 2 ' 34+ Red Hat Enterprise Linux 9 / UBI 9 2.34 3.0.1 7.76.1
Seite 47
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https://bityl.co/MqSn
https://bityl.co/MtLg

TIMETOACT
Jﬂ‘GROUP

HCL Domino 14 News - INSTALLATION

» Neue Optionen flr one-touch Setup

» Windows Server |
» Notes.ini Datei liegt nun im Domino Datenverzeichnis ,l pertame
» Auswahl des Kontos fur den Windows Dienstes HCL Domino

» Inkludierte Pakete

Installationssatz |Elenutzerdeﬁniert

4 HCL Verse -

[w]Momad (CCB CCS CEO & Messaging Express Only)

7 HCL Nomad | 44 HCL Domino

(& OnTime’

Seite 48
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HCL Domino 14 News

» Windows Dienst i Domino Server Konto
» Vorgabe Konto = NT AUTHORITY\LocalService

» Problem ! Domino Server crasht

[BBA4:8002-13D8] HCL Domino (r) Server (64 Bit), Release 14.8, November @9, 2823
[@BA4:0002-13D8] (C) Copyright HCL Technologies. 1987, 2823

[@BA4:0002-13D8] comp = 11, fnc = 81, probeid = 79, errcode = 5818, extsympt = 806569200000

Unexpected internal error returned to logger: ©x2069201@

» Verzeichnisberechtigungen prifen !!
» DAOS, Translog, etc.
» Nashed Blog: https://bityl.co/My7s

» Alternativ auf Local System oder

anderen Account stellen

®» An eadmind B e n Wttpz/Mityl:co/MvH1

brainbits I catworkx () cLoudaiors F\novaCapta

ipg

isPC »

Local Disk (C:) » HCL »

S INSTALLATION AN\ S$TREGAT

#¢ HCL Domino Installer

Input Windows User Name

User Name
NT AUTHORITY\LocalService

7/

HCL Domino

Log on as:

O Local System account
Allow service to interact with deskiop

(®) This account: ‘LDCE‘ Service]| || Browse...
Domino » 1ltranslog

PKS

Object name:  C:AHCL\Domino®

|GI'K)LIP Qar user names:

Select Users, Computers, Service Accounts, or Groups

Select this object type:

|Users, Groups, or Builtin security principals

From this location:

ALL APPLICATION PACKAGH

[Z ALL RESTRICTED APPLICA
H2 CREATOR OWNER
B8 SYSTEM

SR Administrators (NOVITEST\Ad

|no\r'rte5t.loca|

Enter the object names to select (examples):
LOCAL SERVICE

< [ m

co synaigy

+% TIMETOACT

” Walldorf
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https://bityl.co/My7s
https://bityl.co/MvH1

HCL Domino 14 News - INSTALLATION A\ S$TREGA

» Fehlende Dateien im HCL Notes/Domino 14 Installationspaket
» NCSO.jar & NCSO.cab
» Installationspfad: <installed-directory>\data\domino\java

https://bityl.co/MVAY

» Problem: Java Applikationen laufen nicht
» Abwarten bis zum nachsten Fixpack oder Hotfix anfragen

KB0108677 - Defect Article ‘ Login to subscribe ‘ Send feedback

HCL Domino 14.0 and HCL Notes 14.0 install kits are
missing NCSO.jar/NCSO.cab file

# published 5d ago + ® 81 Views *

Applies to

HCL Domino 14.0 and HCL Notes 14.0

Observed Behavior

After Install of HCL Domino or HCL Notes, there should be NCSO.jar and NCS0.cab files installed to <installed- Seite 50
elte
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HCL Domino 14 News VAUTO UPDATE

» automatischer Download und Verteilung der HCL Software Pakete

» Notification = Informationen Uber verfigbare Updates
» neuer Domino Dienst = autoupdate
» neue Domino Datenbank = autoupdate.nsf

» Aktivierung im
Domino Verzeichnisprofil

Status: | Motify and Download ﬂ|
Product JSON URL: I https:/ids-infolib hcltechsw comiproduct jwt
Download Semver: " NoviTestSrinovitest ; __|
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HCL Domino 14 News VAUTO UPDATE GROUP

» Produktinformation im Domino Directory
» https://ds-infolib.hcltechsw.com/product.jwt

Product |De5(:ription |Late5t Version |Language Platform
[oming HCL Domino Server 14.0 ENFRODEITJAKOESZH CM.ZI Windows/64 Linuy64 ARIG4 051400
notes HCL Motes Client 14.0 EN,FR,DE,ITJA KO ES ZH_CM,Zt Windows/64 Macintosh/64
traveler HCL Traveler 14.0 ML Windows/64, Linux/64 AlX/64 05400
verse HCL Verse 3.2 ML Windows/64, Linux/64 AlX/E4, 05400
leap HCL Domino Leap 113 ML Windows/64 Linu64
hei HCL Enterprise Integrator 14.0 EN Windows/64 Linuw/64,05/400
nomad HCL Momad 1.0.9 ML Windows/64 Linug4
restapi HCL Domino RESTAPI 1.0.8 EMN Windows/64 Linux/64
SAPConnector HCL Domino Connector for SAP 202 EN Windows/64 Linux/64
Solutions
f 4 M ancel Download 3 ResetDownload [ Delete Software
» Software Katalo g ) Smapaate T N T N e g

12 ~ Domino

4 » Language Pack

» autoupdate.nsf " samr

. 2 ~ 140
) h N //d / f - Windows/64 Al HCL Domino Server 14.0 for Windows English
t{ps://ds....com/sofrtware.jwit Linun HCL Domino Senver 4.0 for Linus Enish
= s ~12.0.2FP2
Windows/64 HCL Domino Server 12.0.2FP2 for Windows 64bit
Linux/64 HCL Domine Server 12.0.2FP2 for Linux
. 2 *» 12.0.2FP1
|5'] Deployment Groups 3 1202
» 120
2 Distribution Status 16 + Notes
Deployment History 16 ~ Client
o) 3 T 14.0
=, History
= Windows/64 . Client HCL Notes 14.0 for Windows 64bit English
Custom Views Windows/B4 L Client HCL Notes 14.0 for Windows B4bit Slovenian
2 : : v, (72 . 7
A[<b bf0|ﬂb|tg A{ CatWOrI(X ‘\{.D: CLOUDRILOTS lpg Windows/64 & Client HCL Motes. Designer 14.0 for Windows 64bit Germa
=/ Windows/64 e Client HCL Motes. Designer 14.0 for Windows 64bit Sloven:


https://ds-infolib.hcltechsw.com/product.jwt
https://ds-infolib.hcltechsw.com/software.jwt
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HCL Domino 14 News VAUTO UPDATE GROUP

» FUr den Download muss ein Token mit den HCL Anmeldedaten hinterlegt werden

» https://my.hcltechsw.com/tokens
» Jeder Auto Update Download Server braucht einen eigenen Token

ave & Close X Cancel {8} Set Download Token

& C & myhdtechsw.com/tokens

& MyHCSoftware [l Domino/Verse  [E HCL Domino Voit-.. (@ NomadOnDomino [ Domino Passkey Lo... Sametime ) .
Global Configuration New Download Token ]

Specify new Download Token

JBFUBMTEP SmgRgsbc1MeCAgRPOEVEh:PFol) e

Timetoact Software & Consulting GmbH

AP | K Software Selection Filter
y Products: " Domino, Traveler, Nomad Server, Nomad Web, Domino Leap, Verse, Notes ;=1
API Keys can be used to enable automated interactions with My HCLSoftware. Please note that keys can be used by a single client only as Platforms: “Windows/64, Linux/64 =1

they are rotated upon each use.
Languages: " English, German, Slovenian %1

CREATE API KEY .
_ Types: " Server, Language Pack. Tools. Client. image =1

- s [ 1 | Pt [ [hpe  Jlangusoe | Dpesconc
» Aktivierung der bendtigten PAgRomino
4 \Languagel’ack

Software im Katalog TN

2
Windows/G4 Al Server EN HCL Domino Server 14.0 for Windows English
Linux/G4 Al Server EN HCL Domino Server 14.0 for Linux English

2 v 12.0.2FP2

ARS brainbits I{ catworkx /\() CLOUDRILOTS l[:it_J
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HCL Domino 14 News

» Verteilung der Software auf Server

» Linux: /local/notesdata/domino/deploy
» Windows: data\domino\deploy

VAUTO UPDATE

sPC » Local Disk (C) » HCL » Domino » Data » domino » deploy

F

MName Date modified Typ
“a Domino_14.0_Win_English.exe 11.12.2023 1712 App
D software.jwt 11.12.2023 17:11 JWT

* 20231211-161929

L e | | lSeverName _________________lTametVersion |Version | |Begin __lEnd __|Weekdays |

TIMETOACT
JQ‘GROUP

schetuDepioment £

Distribute software to deployment group Domino 12 Server

Action: | Distribute software only v |

Requested version: " 14.0.=]

44 HCL Domino

Deployment Group

1 [@ MNoviTestSrv/novitest 14.0 14.0

02:00:00 06:00:00 - Anyday- Domine 12 Server

ARS brainbits 14 catworkx

@) CLOUDRILOTS \Pg

F\novaCapta
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HCL Domino 14 News VAUTO UPDATE GROUP

Configuration Seumgs .Nm;r&slsmm

Basics | Security | Client Upgrade | RuuterfSMTPI MIMEI NOTES.INI SE‘I:LIngsl HCL iNotes | IMAP | SNMP | Activi

» HCL Client Updates werden tber den | ]
Domino 10+ AUT Mechanismus verteilt domacUpdee s a1 es

AUT =ervice DNS name: ‘_—Inwtestsrv novitest local 4
Maximum number of download J—3Elj
. sessions:
) Datenban k- au tcat . n Sf Server Configuration

Trust Certificates

Select Certificates There is no AUT catalog (autcat.nsf] on the servers referenced

by this Server Configuration, Create it now?

No certificates selected.
Update AUT Configuration

AUT Version Path

» Support fur 32-Bit auf 64-Bit Updates — v
» https://bityl.co/MvOw Plotorm: Sl -

{6DEBC930-703F-44193-931A-C4DD577654B5}

Language: English v

Upgrade from version: |V1 202 ‘
You can use wildcards and/or list multiple versions delimited by comma.

To version: |V1 400_08162023] ‘

Note (optional): | ‘
Your note fo help you distinguish simiar entries.

Display name: StandardAllClientWinB4 = en = V1202% >> V1400_08162023

C of: <datadir>/domino/htmlfautd loads/notes/StandardAll Ilanl—WmMN1lﬂl] 0815202
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HCL Domino 14 News ~ VADMIN CENTRAL ~ S&TRGG"

AdminCentral

on NoviTest8ninovitest

» Neue Administrationsanwendung

@ g::&::"d ® Create Tools & Modify Tools
» Verwaltung von Benutzern und Gruppen .. T m—

Needs action Add a new user to the Domino Directory and configure Recerify, delete, o rename existing users

» Recertify, Rename, Delete e ——

+ Create from registration form _
Tl Delete user

M, Import multiple users from CSV

» Zurlcksetzen von Kennwortern S

+ Register Active Directory user(s) £+ Rename - move to new certifier

£ Password reset/set id download count
~

» Server ConsoleAl i ght f

Create a new group

Create a new group in the Domino Directory of people
with similarities around department, management, or )
location. These groups will be used in managing Modify a group

access to Domino applications Rename, update, or delste existing groups.

+ Create a New Group £ Rename group

» Administrationsserver (AdminP) erstellt die o it g

4 P 1] Delete group

» Datenbank = admincetral.nsf

. . ) Rollen /] [Advancedfdmin]
» Berechtigung tUber ACL-Rollen 7] [ConsoleAdmin]

. . . [+] [Debug]
» Lauft im Notes Client oder Nomad V! [GroupAdmin]

[+ [Profilefdmin]
» Keine Browser Ul | [ [UserAdmin]
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AdminCentral

AdminCentral
& onNoviTestSvinovitest

on NoviT novitest

a Server console
Server Command
o
2+ |NovTestsnmouitest vl [pno users [ s |
User to administer: Reset password:
Elias Mueller-Kochinovitest W Generate a random password o
=] User Name Databases Open Minutes Since Last Used NetAddr Dbs Opened DocReads DocHrites Transactions
Number of id downloads allowed for this user: * Registration notification email address(es):
) . . } NoviTestSrv/novitest
The policy setting for Elias Mueller-Koch/novitest allows |MaslerAdmmfnowlesl Master Admin/novitest
unlimited id downloads =1 B sdmincentral.nst 0
names.nsf 0
NoviTest5rv/novitest
4
Remate-Serverkansole E E
Server o
‘NUV\TesISwInuwtest v ‘
Hif
Konsolenbefehl an Remote-Server ﬁ
ar [ [ Befene.
| Ausgabe des Servers:
New primary name information
First name: Middle initiak Last name: | [7 open :
[ | ] | s ‘ Copy response Clear L pen live console
Optional attributes
Qualifying organizational unit: Short name: Internet address: >_
[ | [inewkioe | [tohn NewDoc@novitstiocal |
_ =
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HCL Domino 14 News VADMIN CENTRAL GROUP

https://domino-ideas.hcltechsw.com/?project=ADMIN
» Neue Funktionen via Domino ldeas beantragen

HCL Domino Ideas Portal

Welcome to the #dominoforever Product Ideas Forum! The place where you can submit product ideas and en

commenting on, and creating new ideas. All new ideas will be evaluated by HCL Product Management & Engi
submitted |deas will be executed upon, community feedback will play a key role in influencing which ideas are

For more information and upcoming events around #dominoforever, please visit our Destination Domino Page

Q14

Admin Client

FILTER BY CATEGORY

L 1 Message Tracking define for date search
« Admin Client X
_ In the admin Clinet the Message Tracking is possible to search "thisday”, "Lastday”, " last wes
Documentation @ 3 search for mails form 02.12.2023 to 03.12....
» Client Application Access 42 2 days ago in Admin Client (20 Needs Review
» Connector for SAP Solutions ] " . .
9 Add Server, Certifier, and ID Vault IDs to a restricted place in the ID vault
, .
bomino 2126 “wnre 3 The ID vault has helped recover user |D files, but the problem of losing certifiers, server IDs,
Seite 58
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HCL Domino 14 News  VPASSKEY S$ TMETOACT

» Domino bietet die Mdglichkeit der Passkey Anmeldung
» WebAuthn/FastlDentityOnline2 Protokoll

» Passkey ist ein gespeicherter Schlissel der zur Anmeldung verwendet wird
) Ohne Elngabe Von Name & Kennwort < C @ novitestsrv.novitest.local/verse o Z B x O &

» Speicherung des Passkey
» mobilen Geraten
» Browser/ USB

» Freigabe/Schutz durch
» Fingerprint
» Gesichtsscan / FacelD SR —
» Bildschimlock PINS bl
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HCL Domino 14 News VPASSKEY GROUP

» Einrichtung der Passkey Funktion
1. passkey Datenbank erstellen

» Datenbank = passkey.nsf
» Alternative Name/Pfad: Notes.ini PASSKEY_ DATABASE=test\mypasskeys.nsf

Delete Selected Passkeys

E Domino Passkey
=P

on NoviTestSrv ame ser ast Login date redentia e uthenticator name / GUID

Alex.Novak@novitest local Alex Novak/novitest public-key (E5256)  00000000-0000-0000-0000-000000000000 cEdFS|B7GDSDDB-PmIZXrE57ckw

ig@E»@R| L

2. HTTP Session Authentifizierung aktivieren

» Server oder Web Site Dokument

3. Passkey Anmeldung (WebAuthn) aktivieren e e
» Server oder Web Site Dokument M" o: " ST
4. Anmeldemaske domcfg.nsf = $$UserFormPasskey [ °j§j°:j|
ARS  brainbits I catworkx Q) cLouoniors ipPg F\novaCapta 'PKS o synaigy 9% TIMETOACT Qe valdort XINTEGRATE
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HCL Domino 14 News VPASSKEY

Ersteinrichtung des passkey Anmeldung am Client

GROUP

» Browser muss WebAuthn Protokoll unterstutzen

a3Anmelden

Einen Hauptschiissel auf einem Telefon oder Tablet
erstellen

Seannen Sie diesen QR-Code
dem Sie einen Hauptschilssel st
erstellen mochten.

Login

e
User name: AR Face ID zum Anmelden
Alex Novak I B
exiov Hauptschliissel erstellen b o e s 158 verwenden?
Wahlen Sie aus, wie Sie einen Hauptschllissel fir £ o =
novitestsrv.novitest.local erstellen miéchten 2 ‘; 7 5 Ein paSSKey far
. . 3 +Alex.Novak@novitest.local" wird
SI m pI Ify [::j Telefon, Tablet oder Sicherheitsschliissel verwende rpra e 'm iCIoud-SchIijsserund gesichert
Create a passkey in g und kann auf all deinen Geraten
us g pc [ Ihr Chrome-Profil ‘ abgerufen werden.
Login with a pas With passkeys, you can quic
fingerprint, your face, or a Pl
A passkey provides innate m___ ! Fortfahren

so you don't need a password or additional
authentication.

Copyright HCL Technologies, Ltd. 2023,

0-MO VIDEO FOTO POR.

®

@“ CLOUDRILOTS ({n]a] FYnovaCapta o synaigy 97 TIMETOACT
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HCL Domino 14 News VPASSKEY

Anmeldeprozess mit Passkey

Einen Hauptschiiissel von einem anderen Gerat
verwenden?

Scannen Sie diesen QR-Code mit dem Gerat mit dem
‘Mauptschilissel, den Sie fiir novitestsv.novitest local verwenden

Login

User name:
alex novak

Password:

[l Create a passke
P y &y Mit einem Passkey... X

Logln Logln with a passke}f 0-MO  VIDEO FOTO PORTRAT

GROUP

J.‘TIMETOACT

4yAnmelden

Face ID zum Anmelden
verwenden?

Du wirst mit deinem Passkey

fiir ,Alex.Novak@novitest.local”
bei ,novitestsrv.novitest.local”
angemeldet.

Fortfahren
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[ Today € >

7 - 13 February 2022

» OnTime Gruppenkalender

Me Tu We Th Fr 5a su

@ Calendar Entry @ Out of Office Request € Shared Desk Booking @ Mew Mail @ Print

Monday 7 Feb Tuesday 8 Feb Wednesday 9 I

- 311 2 3 4 5 6 Select All w1 o 13 18 15 W1 12 3 14 15 1 wou o2 o1
) A ~ f.- b- 25 B t 70 2 1011 1213 Chris Holmes Warking Home
feentur pIs zu enutzer 1415 16 17 18 19 20 Marketing .
21 22 23 24 25 26 27 & TeamProjCRM
28 1 2 3 4 5 &

TeamProjwes
7B 9 101 12 13 &y | Teamprol

e .
i GROUPS L+ AA | pdministrator

-Shaow All-
Amanda Howard
> MY GROUPS I M.]rkpnn{;
. - - » SHARED GROUPS Amanda Jones
» Domino Dienst = OnTimeGC s
Shew All- Barbara Amiel -
BA | secount Manager

All Users

~ Department by Location Beverly Mandelblatt
Developer

Sta..
1 - Copenhagan
D O I n O V 1 Consultants Bonnie Woodley ‘Vacation in France
l I l T DK Key Account Manager

Marketing DK Douglas Leng m
Sales DK Developer

» Areemiumidi Ver s@ e o e

B/ External Consultant

Hans Jensen
Developer

Hareld Spitz
External Consultant

- H ‘h‘l:ri‘:;_'r“’"io"i‘l_!m_ Future Marketing Methods +
» Eigene Installation o

™ Jack Ryan
Key Account Manager

‘Web Development Web Development Web Development

» Separater Download

James Bond

External Consultant

B MY NOTICES iy
Sales Consultant

oy MEETING POLLS (4] " Jire Takye

2P MY ORDERS

# john Camire

US Office
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HCL Domino 14 News VOnTime GROUP

“ NOVITEST Domain - NoviTestSr... | &= OnTime® Group Calendar - Insta... X

OnTime’ On[l]ne@ (.Sro:u:[? C.alren:darl; !||.s{qller ver. 11.1.0-rc.14 English E

» OnTime Gruppenkalender
» Areefifir bis zu 25 Benutzer

Welcome to OnTime Group Calendar Installer.

( Install ) ( Upgrade )

» Domino Dienst = OnTimeGC

» Domino
» Auswahl OnTime im Domino Installer

OnTime® Group Calendar - Installer ver. 11.1.0-rc.14

Welcome to OnTime Group Calendar Installer.

=- EDD[]‘EID Server NoviTestSrvinovitest
i . Directory F ontime
[w]Momad (CCB CCS CEO & Messaging Express Only) — TV
;—----EVerse user(s) selected
- [w]OnTime (CCB CEO & Messaging Express Only)
E Help mmeiﬂ::::::::::::;’rr“ [# Accept  OnTime ProductLicense Terms

Sign templates...
Waiting for AJmInP to Sign first template... (may take up to 2 min.)
Waiting for AdminP to sign all templates.

» Einrichtung: Ontime/installer.nsf

Seite 64
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(‘ ) test message 1 from external sender

HCL Domino 14 News

» Inbound Disclaimer nosuchuser 1> dom01_nopref02
) N aCh rIChten markleru ng fur eXterne NaCh rIChten [Caution: This email is from an external sender. Be wary of links or attachments]
» Betreff und/oder Body Feld exemsiemsi S ————— 14 lice to say hello.

notifications:

) Text od e r H T M L Notification type: Add to beginning of message only

Text to add to Subject:

TextorHTMLtoaddto  <span style="
message: font-size: 10pt.color:red:font-family:sans-serif
=

[Caution: This email is from an external

» Erweiterung im Adminclient e — Detofomat 0| Logace Gak0 | Pssche G0
" 1 R12 (55:0) 4 MB 4 MB

» Datenbank Verschlusselung (Spalte, Zuweisung) o, .

e . . . R5 (41:0) 512KB 512KB

» Lesbare Datenbankgrof2e im Adminclient R12 (550) 710M8 2mMe

R12 (55:0) 29GB 4MB

R12 (55:0) J20KB 720 KB

» DAOS Repair im Domino Cluster
» Reparatur fehlender oder defekter DAOS Objekte vom Clusterpartner
» tell daosmgr repair list missing
» tell daosmgr repair objects
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HCL Domino 14 News - SECURITY S TRETAT

OF

» OpenlD Connect (OIDC)
» Erweiterungen fur JWK Cache
» Web-Anmeldung mit OIDC o
» Support OpenID Connect 1.0 fur AzureAD und ADFS 2019 (less-than-standard)

» Verwendung eindeutiger Aession cookiefi N a nb@mAuthSessID)
» DominoSessionCookieUnigueNames=1

» SHAZ256 Support fur Internetkennworter (Hashes)
» Reduzierung der vorgegebenen TLS Ciphers (PFS, AEAD und SHA-2)
» Neue Optionen flr die Verschlisselung der ID-Datel in der Sicherheitsrichtlinie

» Neue Optionen bei der Verschlisselung von Dokumenten und E-Mails

Seite 66
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HCL Domino on Docker *.‘%68’*“

» HCL Knowledge Base: HCL Domino on Docker Whitepaper

Docker Host Docker CLI

» HCL Doku: Domino on Docker - ———— 1\ [,k ]
docker start
docker stop

» Container Image fur

Domin;:u Image Dcm";ino Domino
) Docker (Desktoplserver) ......... , ...........

» Podman \_ J
» Kubernetes

» Image basiert auf RedHat Universal Base Image (UBI) 8.6

» Alutomation testingf
» HCL testet seine Domino Versionen mit Domino Container

» OpenNTF Video: Install Domino + Nomad + Leap on Docker

https://ytube.io/3nky

Seite 67
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https://support.hcltechsw.com/csm?id=kb_article&sys_id=ac3d79b9dbcd3c10cc426275ca9619b9
https://help.hcltechsw.com/domino/12.0.2/admin/inst_dock_domino_overview.html

J.‘TIMETOAC.T

Domino REST APIs [aka HCL Projekt KEEP GROUP
» Externer Zugriff auf Domino Daten von :t:j*\ /m
anderen Plattformen e P il
. . . 8 - | R > r /'
» Domino-REST-API basiert auf Industriestandards, ™ " abke
folgt Standard-APIs und ist erweiterbar | e
— g e g

BN Browser

» Verwendet das Sicherheitsmodell von ey C-APl«Zmm L HTTPs

Notes und Domino =
el o

» Installation fur Domino Server Windows & Linux

» ZIP/Java Installation java -jar restapilnstall.jar *
-d="C:\Program Files\HCL\Domino\Data" *
» neuer Domino Dienst — restapi -i="C:\Program Files\HCL\Dominoinotes.ini" A

-p="C:\Program Files\HCL\Domino" *
-r="C:\Program Files\HCL\Domino\restapi” *
-a

https://bityl.co/MVEf
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HCL Traveler VlZEighIights : J$ IMETOACT

GROUP
)
» Traveler on Docker Image

» TOTP & SAML Authentifizierung fur HCL Verse mobile clients

» Traveler Status Meldung fur Zertifikatsablauf oder Probleme in der
Zeitsynchronisation

APNS Support fir HTTP/2-based (auch schon in Traveler 11)

Java 6 Support entfernt (Domino 9.0.1 FP8 und hher wird nun benétigt)

Traveler Web-Adminoberflache verwaltet nun auch HTMO Clients (Outlook)
Migration der Traveler DB von IBM DB2 zu MySQL

Client Device ID wird im Traveler Webadmin-Interface angezeigt
Unterstutzung fur Delegierung bei HCL Traveler for HTMO Clients

W W vV v v ¥
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What % new in HCL Traveler Version 14 7?

https://bityl.co/MvFM




